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1. New technologles In the elecionsl proess
a. Introduction

This confierence has chosen a particularky kot topic, as the C0AVID-19 pandemic has brought abouwt important
changes in mast sodeties around the globe. s effects have been fielt in the functioning of democratic
institutions, with electiors being postponed, kegislatiee work of many demooatic parliaments modified, the
executiee taking the upper hand at times, efc. in many areas, & is felt that introducing digial solutions, in
particular web-based ones, will enable the systems to perform akso in case of pandemics. For instance, distant
wating is corsidered as an albernatise to going to the polling station. t may take the shape of postal woting or
of internet woting. Also, internet woting for members of pariaments and other public bodies has been

Cn the other hand, the use of new technologies in elections has been on the table for some time now, in
countries a5 well as at the Coundil of Europe and Wenice Commission. This presentation addresses some of the
legal challenges mised by use of digital technologies in elections based on experiences and lessons learmed
from regulating and using e-voting in the Coundil of Evrope region. as well as on research in the e-voting area.?

b. The role of the Coundl of Eurape

The Council of Eurcpe has the mission fo safeguard and realize the ideals and principles which are common
heritage of its members, as stated in artide 1 of the Statute of the Coundl of Evrope [ETS 1]. Part of this
omman heritage are the prindples for demooatic elections. These are found in Articke 3 of Protocol ko, 1 to
the Coreention for the Protection of Muman Rights and Fundamertal Freedoms (hereinafter P1-3) as
interpreted by thie European Court of Muman Bights and othier intermational treaties. Details about the eadt
meaning of the principles are to be found in the 2002 Code of Good Practice on Electoral Matters and the 2007
Code of Good Practice on Beferendums of the Ewropean Commission for Democracy through Lye (Venice
Commission] of the Coundl of Europe. These two documents, although soft law, play an important role and
are onsidered as a benchmark by natioral legistators and courts. The European Court of Human Rights refers
ta them whien interpreting P1-3 for instanoe.

The Council of Europe supervises the respect of such fundamental principles. Mew techrologies, libe all other
technologies used in elections, should respect the higher-level prindiples. Both the Council of Europe and its
member states have discussed the conformity of digital technologies in elections for the past tesenty years.”
The Council of Eurcpe has done picneering work in issuing recommendatiors on how to regulate the wse of
digital technologies used for woting and counting (e-voting). it adopted a first recommendation on this issue
in 20047 which was Later (2007] replaced by a mew recommendation on standards for e-wating.! The 2017
Recommendation is the only intermational instrument to offer guidance on translating the principles of the
European electoral heritage into reguirements for evoting systems. However, the Recommendation ondy

Y For more detals see @ recent stedy: A Deiza hutu'.l'l:mni o Eur-:pt. &pﬁﬂftﬁﬁtﬁpﬁhfﬁhﬁ qu-:'.lmt:.
kessons leamed, persndctiees, March 2020 e i : o i
PO B S S 1 O BE S50 S | 0SS P O 5 - N -::-unnl-nrl-urn-p-n pl.ubl-::ﬂh:m a..'.1ll.1bln onlini

¥ In addition b0 waork on E<oting, the Coundl of Eurcpe and its different bodies such as the European Committes on
Demaooracy and SCormance |CODS), Weriok Commission, the electons division, ebc. are wornling on guidance on the use
ol digital teckwedlog = throu gheout the elecional cyche, Bsues of elecional Campaigning and protection of opinion Tormation
Trom manipulaton (informational ensvronment, socal media, Take newe, opague alporithins, & |, ampaign finandng
izpoes and other relevant wees of technologies, sudh as artificial imeligenoe, eic

! Reoormerendation of the Cosmerities of Mingiers of the Coundl of Europe Roc|2008[11 on lkegal, operational and
technicl staredands Tor &-voling

* Recommendation of the Comenittes of Ministers of the Council of Europe OM/Rec(200715 on standards Tor &-voling.

‘Werice Commindan ard the Ferrmarens Decon | Acthority of Fomen o aeline confererer "lining aew feche ol sphm Jn dfer edecdor)! process ™ 1T 3020
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dealks with e-voting. Other digital solutions used during the electoral cycle, independently from any e-wating,
are not covered by the Becommendation, formally speaking, as they do not cormespond to the definition of e-
waoting. Such solutions, deweloped independently from e-woting, may be e-registers, vote tabulation and results
transmission systems, solutions for voter informiation, etc. Howeser, to the extent that they use similar
technologies, are bound by the same high-lewel principles, are subject to similar threats and play a rode in the
integrity of elections, some analogies can be drawn beteeen e-voting and other digital solutions used in
clections.

Apart from e-woting, the Council of Evrope has examined alkso other aspects of use of digital technologies in
elections *

£ Imermaticnal lagal standards

Elections, and techrologies used in elections, should respect several prindples and conditions that lend them
the democratic status, We foous on free elections, Le. the principles of unheersal, equal, free, secret and direct
suffrage and the conditiors for implementing these prindples, such as procedural guarantees of impartiality,
transparency ard ohzeraticn.” ither rights such as freediom of expression, ron-discrimination, freedom of
mavement, etc. should also be complied with. However, ensuring compliance with free elections is the most
chiallenging part. We focus on that.

The higher-lewel principles are to be found in intemational instruments and national ones, typically the
monstitution. Our foous bere is on interrational legal standards, which ane shared by all countries. However,
ountries’ begislations also indude country specific legal principles which should be considered. They apply
throughout the electoral cyde, also to ne'w digital technologies. Complying with international standards can
be seen as a starting point, a minimum. Given that digital solutions will be used in a spedfic electoral oycle,
comipliance with intemational standards i not encugh. Solutions should alko comply with retional specific
FEQUIne meEnks.

The princple of free elections i foreseen in binding international irstruments artide ¥1 of the 1548 United
Mations Universal Declaration of Muman Bights [UDME),” article 25 of the 1986 UN Intemational Covenant cn
Civil and Poditical Rights (hereinafter — ICOPR) and article 3 of the additional (first) Protocol to ECHR [hereirafter
F1-3 BCHE). Suthortative interpretations (e.g. ICCPR's General Comment 25], the case law of ECEHE namely
on Fl-3, political commitments such as the 1990 Copenhagen Dooument of the Conference for Security and
Co-operation in Europe (CSCE] interpret and complete the list of elements of free elections. The Charter of
Fundamental Rights of the: European Union contains similar ights and applies to EU countries. Fursuant to F1-
3 ECHR® and case lyw of the ECHHR, the State has the positive obligation to make sure that all activities led by
it within an electoral cycle, induding those backed by new techrologies, comply with the mentioned principles.

Az we discuss the use of dipal technologies in eledtions, other intermational legal standards are relesant: the
Convertion on Cyberorime of the Coundil of Europe | Budapest Convention), the Council of Evrope Modemised

"'inl.i_. European Commitshon for Demoomacy thiough Law [venecs Commision) and the Directorate of information
S0ty and action against orime of the Directorate el of Fesrran nghts and rule of law (D1, 2009, "Draf Joint Repon
on Digital Tedwnokgies and Bections”, of T lane 2009, ODL015/002.

* Eag Vereok COim mission, Code ol good practice in electoral ratters, Opinion Mo 1807007, adopted by the Wenice
Commissn at its 52nd session DWendce, 1B-19 Ootodber 20025 COL-AD (2002) 23 v,

Tt UDHR. i Nl @ Dreaiy; Fovstver, (s provisons are anivirsally accepted and corcioered to be cumomany isnernaticnal
Lawe.

45 out of 47 memiber states have mitified this protocol. Switzerand and Monzoo have dgned it but mot yet ratifed.
Heoasever, o the exception of the accepted lack of secrecy in jonly) soms ool ekections where woting By maiting hands is
isid, Elicthoral pricciples ol Swiss b e usually oorcidensd to b stricter comparsd to F1-3 ECHR.

‘Werice Comminvion snd the Ferrraren: Decomnl hsboriy of Fomon . oclies confereres “Liting sew Secbeniagim in S sleciom)! procem ™ 21T 3230
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Convertion for the protection of individuals with regard to automatic processing of personal data (| Convention
1+ and the EU corresponding instrument, Begulation (EU) 2016/674, General Data Protection Regulation
(GOPR)Y EU legislation on cybersecurity is emerging, as shown by the 2016 Directive on the security of network
and information systems (NS Directive] which s the fist piece of Ellbwide legislation on oybersecurity
followed by the EU Cyberseourtty &ct adopted in 20159 which introduces, for the first time, an EU-aide
oybersecurity certification framework for ICT products, services and processes.

d. Electoral cycle perspective

It seems important to consider the use of digital technologies from the electoral oycle™ perspective and
investigate for instance the lewel of digitization of the different processes included in the oyde, the posible
interactions between digitized and non-digitized processes, the duration of the opde and the duration of the
digital sodution's, etc.

Concepiualized by Intematioral IDEA and the European Commission in 3005, the purpose of the electoral
oyclewas to illustrate the fact that eledtions are not events but processes, and to mairstream this knoededge
throughout the planning and implementation of all electoral projects, aiming at longer term commitments of
funds and other resources as well as impact beyond the immediate election event. * The cpde implies that its
processes ane refterated election after election. The main steps or processes of an election oyde are shioan
bedow {they dio mot necessarily follow seguentially]. We do not deal with the use of digital solutions in the
mmpaigning phase [opinion formation issuves] as these are qual&athvely different from say e-voling. e
registering or e-trarsmission of results and subject to different requirements.

1] Legal framewsork. This inchudes the design and drafting of
legislation. Thiz Electoral Cyde
2) Planning and preparation for the implementation of
clectoral activities. This indudes the recultment and
training of electoral staff as well 25 electoral planning.

3) Training and education of voters, regulation of conduct Pk
of chservers
4) Registration of woters, political parties and election
chservers, nomination of parties and candidates E
Registation and handling of ssues/guestions potentially r"|i!'|:l e
1

leading ta a referendum |popular wote).
§) Electoral campaigning, including official information

'|:'|.|.|E'
addressed to electors.
k] Voting operations, including polling, counting and
tabulating results.
7] Election results announcement, including transmission
and publication of results, the resplution of electoral

disputes, neporting, auditing. " . IDEA
8] Post-clection duties including the destruction and/or ABE malree

archiving of materiak.

"F:l-g.la-u-:ﬂ (EL] 201EfETS of the European Fariament and of the Cowndl (General Data Protedion Regulation), which
btz dirgdly applicable aooss the European Union on 25 May 3008, According 1o the European Comimdssion, i
prondes thie Eunopian Lnion with i DobE necessary 10 address irckandis of unlawdil use ol personal data in tha
dectoral oombest.

= IDEA, Blevtoral Manageanene Deskpn, 2004 L3 15 75-TF |minor dhangies and complements from our sidej

“ See hEtos Ut wy gl il dats tootootslonbad sl ettoral Cetle

Yspein S

“werikcs Cormm i von ard dw Ferrarent Decoml &cthority of Fomon o oeling confereres " Lining s techeol ogim Jn i séeciom) procesr™ 210 3030
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& New technologies

*Mew technologies™ refers to “digital® technologies. Seweral are already used in elections, athers are only
envizaged or disoussed.

The founding layer is the digitization of documents and procedures. Digiization is the conversion of text,
pictures, or sourd info a digital form that can be processed by a computer. Almost all countries in the region
have digitized key election data, induding electoral registers, registers of candidates, registers of those whio
vate, results, etc. ™ Digtized processes indude e-registration, e-identification of woters (e-pollbook), e-vating
[on woting machines in polling statiors or over the internet), e-counting |progrmmmes that register and
miculate resufts and may akso allocate seats), statistical analysis, e-transmission of preliminary andfor final
results e.g. from paolling stations to a central unit, etc. Giher tedtnodogies indude biometry, blodchain, doud
comiputing, or artificial inteligence. The list is not exhaustive.

Biomsetry introduces the passibility to capture and saree in electronic format some physical characteristics {iris,
fingerprint, face image, etc.] that should enable the unique identification of a person. it is introduced in
elections in a hope to ensure among ofhers the unigue identification of woters and present multiple voting.

Blockchain is an immutable time-stamped series necord of data that is distribubed and maraged by a duster
of computers. its main characteristics are decentralization, trarsparency and immutabiliey.** its use for voting
or registers’ administration & disoussed. Howewer there s broad agreement in the e-voting [T research
community that presently blockchain adds complexity and significant new vulnerabilities without sohing any
of the challenges of ensuring integrity of elections and it should not be considered for voting.

toud computing is the on-demand availability of computer sysiem resources, espedally data storage and
omiputing power, without direct active maragement by the user. The tem is generally used to describe data
centres available to many users owver the intermiet ¥ There are public 2 well as private douds. Ther rale in
hoesting election related data needs to be investigated.

Artficial intelligence (A1) refers to a wide range of methods, both current and cpeculative it refers to systemes
that display imtelligent bebawiour by analysing their erndronment and taking action — with some degree of
autonomy — to achieve specific goals,” including reasoning and decision making, learning and robotics. Ars
potential for information retrieving purposes in elections has been mentioned.

Digital technologies introduce rea challenges. For instance, blometry specifically raises guestions such s how
unique ard permanent ane biometrical characteristics to ensune the right to wobe ower time; how easy and
guick is it to collect biometrical information and authenticate the vofer prior to woting or whether the
mollection ard use of biometrical characteristics is accepied by voters? Blockohain questions the relation
between mining power ard influence over the process, mises issues of secrecy as a person's idertity can be
tracked down using public address information and IPs and also gheen that data posted on the blockchain stays
there, guestions wser-friendliness, as a substantial waiing period & reguired until a transaction or wote is
ooncluded. When envisaged for voting, another ssue i the respect for the requirement of non-publication of
intermediany woting results given the fact that the number of wobes for each candidate & known before the
wating is finished. foud computing ratses questions of security, accountabdity, interoperability (possibdity to

Y oECEMODME, Hewndbeood: for the absenation of new vading eechasdagies, 2013

¥ Spuroe ‘Wikipedia, hitps:/fen sildpedia orgfwili Blockchain

* wWikipedia, hitps:/fen.wikipedia.orgwili/Cloud_computing

¥ Furopean Parliamentary Research Servce (30190 “How anificial imelbgence works®, "Wy artificial imbelligencs
mMatheds”. hdmm.ntpiwuuﬂlpﬁimﬂuﬂjjmndil_lrtﬂlpm

H Eurcoan Comeression, indep. Highelaael expait group on artifidal imbelligence, “A deliniton of AL Main capabil ites
ared disciphines™, B Aprd 2019

Werikes Corman muan and the Pe e Decton| & sheeity of Fomon i, geline confereres " Linng e Secbeniagh in g sdeciomy)! procem ™ 2 LT 3030
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retrieve the data or transfer it to another doud)], the ireestigation of iregularities, etc. As for ortifico’
inteiligence, issues related to data guality, explainability and accourtability need to be examined.

Al digital technologies store and handle information digitally (a series of ones and zeros or on and offs] and
are nok obserdable or understandable by the layman. More complex onies, such s artificial inteligence, are
trained to draw meaning from digital data and may evobee so that their detailed functioning may not be
understood ewven by the engineers who built them. in addition to being very complex, digital techrologies also
evobve very rapidly. Thus, they profoundly differ from paper-based solutions. Hence, the application of the
principles to such techrologies & not straightforward. What do universal, equal, free, secret or direct suffrage
requine a digital system to dio, exactly [fechnology specific requinements|? How to make sure that the system
respects the higher principles, even when threats/risks materialize {control and security of digital systems)?

2. Some findl @S BiNd Frecon menadathins based on e-wot A EXpErences

Below we look at how to address some of the common begal challenges related to the use of digial
technolkogies in elections. 'We highlight relevant findings and recommendatiors that result from e-vating
experience and reseanch.

4. Regulation comes fifs

Regulation is the founding layer of a constitutionally compliant digital solution. Unfortunately, often regulation
is monsidered after the sclution has been developed, and the law tries to accommodate the new solution. This
is wrong. The regulation is expected to offer guidanoe on the development of solutions. This means that the
legislator should proaciively regulate the main aspects of the use of digital technologies in elections, in a
solution-neutral wary.

When considering the specific technology, the legislator should be dear about the problem that needs to be
addressed and identify the goal to be achieved. Potential solutions should be considered with the aim of
firding those that better contribute towards achieving that goal. Experience shows that digial solutions might
not be the best option in all instances. Analysis of their benefits and risks is therefore important.

Digital techrologies {like other technologies) camnot implement all legal principles simultanecudy. Vate
secrecy and cortrol of woting rights, for instance, contradict each ofher. it & necessary to find a balance
between conflicting values. it should be the legislator who weighs-up conflicting values and nat the solution

prowider.

The legstator should approach the regulation of digital solutiors not onby with legal arguments and reasoning
batt also with a good understanding of technical Esues. This reguires multidisciplinary work. & multidisciplinary
approach requires iterative exchanges between legal and technical experts. &n adequate framework,
resources and time are important for multidisciplinary dialogue to happen.

™ Theere is growing nathonal and inbernational consensus that &1 systems must be designed so that their decisions can be
explained, and humans remain acoountable. 2o e g. Recommendation 3Cof the UK High level panel Bogort, The oge of
digitn inrerdependence, June HILS; US Jigonnhoay oonowadabilty oot of 2015, German Gowemmimend Siratagie Kinstlohs
Infelgen: der Bundesrogaerearg, Ko, IR, Cadric Willani { France] Report foro meeandoag'ed srtifcio) mteAigence. Towaands
a French and Euragean steafegy, of March 2012

‘Werios Comm i tion and the Ferranent Deconl dcsthorfty of Fomon o oelice confereree “linong sew Sechrolophm in & sdeciom! procesr ™ 21700 3038
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b. Start by articulating begal principhes

To enable the mowe of electoral processes towards an electronic future, the first thing is to understand and
articulate the applicable legal principles. in addition fo international begal standards, common to most
countries, national and even local specific legal principles and requirements apply and shiould be considened.

Legal principles and requirements will define techrical reguirements, namely design, security and control
requirements. Tednical requirements are technology specfic, however some of them may be shared by

miany/all digital technologies.
. Transiate legal principles ints technology specific requirements

Deducing design, contral ard securty requirements from kegal principles and malking sure all legal principles
are “translated” into reguirements specific to the monsidered techrology is a very challenging task. it requines
dose cooperation and mutual understanding between legal and technical experts. This approach is
increasingly important as digital technologies become more sophisticated and the challenges they bring with

them - mone comphex.

At the national level there are pioneer interdisci plinany works that try to tanslate legal principles info e-vating
specific requirements in a systematic, coherent and exhawstive manner. Digital solutions other than e-wating
are less and less well regulated.

d. Make sure the systern respects the requirements under all circumstances

An important aspect of all digital techinologies are the spedfic threats and risks that they bring with them. i is
important that regulation addreses the necessary seourity requirements as well 2= requirements about
conirods, or how to check that the system respects the prindples even in case of attacks and other unlawiul
interventions. Felianos onwendaors to set the bar for sexcurity and public accountability has proved problematic
in the e-voling context.

Security of digital solutions must be evaluated on an ongoing basis. &n important dimension of it is
transpanency. The conception of security has evoleed in recent years going from security by obsourity
approaches and bladi-box systems to a mare open approach ireohding the publication of source codes and
other relevant doouments, confrol by indeperdent specialists, and ethical hacking of solutions, efc. Such
transpanency is now considered part of the security measures. Another mean of checking security has been
the introduction of werifiability technigues.

The regulation should imdude reguirements for controlling the envisaged digital solution and for
independently verifying both the solution and the results delivered by it.

& Rededign electoral processes with technalogyfies in mind?

it is weell lonowm that if the underlying process i problematic, the digital solution may magnify problems, unless
the process is redesigned and imiprowed. it & also bnown that digital techrology offers new ways and means
to soive problems. it may thus be worthy, when envisaging a digital sohution, ta rethink thie underlying electoral
process, with technology in mind. How should the digitised process look? Should i mimic the traditicnal,
paper-based process, or canfshould it introduce features enabled by the new digial technology which
however may be new and disruptive in the electoral field? Again, such considerations should be discussed and
dextided by public authorities and not be imposed by providers. &n example is the introduction of verifiabiliy
in e-voting which offers the voter the [new) possibility of checking that her own vote is reflected in the final

‘Wenice Cormmndan ard the Perrarers Dectomn | dethority of Fomoen . orlice confereres "lidng srw Secheolaghm In S sieciom) procesr ™ 21T 3030



CDL-EL(2020)005 - 10 -

A Drias Msrer, "Legei calengm mristes fo b or of! sew Sechmodegien b riecriom. Erfiechiom Sawd or Cousall of Lorope @ sk i e-wsting ™
-]

resuft and that the firal result reflects all votes of eligible woters and only those. it has been proposed by
research. Recent experiences [eg. in Switzerand) show that the regulation of werffiability, namely of its
controd, i of particular importance i werifiability is to delreer on its promise of “detecting problems".

{. Data ranagement

Data minimisation and data protection are important for election related solutions. However, mast electoral
data are sensithee data and, as such, may be subject to principle of secrecy, which s stricter than data
protection. Detailed and spedfic requirements on data should be foreseen in the electoral legislation.

g Handling complexity and costs

Digital solutions may improve electoral processes; howewer, early embracers sudh a5 African or Latin &merica
countries also report greater complexity 25 a result of introducing them. For instance, the planning of electoral
oycles becomes more complex and the relianoe on solutions provided by joften foreign] vendors increases. 5o
do costs, especially those related to the seowrity of such solutions.

Cybersecurity illustrates the Eswes of complexity and oosts quite well. The inoreased use of digital soluttions ta
monduct electoral processes and heawy reliance on them makes cybersecurity an important challenge. it is
crucial to monitor the resilience of digial systems to opber threats inorder to prevent undue inteference ar
fraud in elections. This means that digital splutions should be regularty updated ard trained, skilled stafff should
be available and on hand, etc. This may lead to a situation in which ever greater finandal and human resources
are reguired to maintain a constitutionally acceptable election ervironment, especially for digital solutiors
accessible via the intemet. The owverall costs of digital solutions should be considered.

h. Public suthorities’ oversight and private sector's roke

Fublic-private cooperation is important when ervisaging wse of new technologies in electiors. However
private and public sector’s guiding imterests are not the same. i s hence important to cdarify reguirements,

controds and responsibilities. When introducing e-voting for instance, public authorities in charge should make
sure that procuremient conditions include reguirements that are impaortant for complance of systems and
solutiors with all applicable kegal principles. Ultimate political responsibility for the conduct of the election
shiould lie with the public authority in charge of electiors and carnot be delegated 1o the solution provider.

‘Weriss Comm ndon srd dee Perrrarene Decoo | dctbeeityof FBomosn o acline confereres “lidng sew fecheod aghm Jn dw eleciom)! procenr™ 21T 3030
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Report by Mr T. Martens

I-voting in Estonia

Electronic voting (i-voting) allows votes to be cast via the Internet. A computer with an Internet
connection and an ID-card or mobile ID with valid certificates are needed for that. In elections, i-
voting is open for the whole duration of the advance voting period.

Estonia was the first country in the world to implement i-voting in national elections. Electronic
voting with binding results has been carried out in Estonia since 2005. I-voting is popular primarily
because it is efficient and convenient. Today, almost half of votes are cast via the Internet. The
i-voting system currently used was completed by local elections of 2017, and it has been
developed according to the new electronic voting framework.
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TUrNOUL = E-votes
1. The i-voting procedure

I-voting is organised by the State Electoral Office in cooperation with the Information System
Authority. Before the beginning of voting, the State Electoral Office prepares the i-voting system
and discloses the voter application necessary for voting on the website “valimised.ee”.

Electronic voting is open twenty-four hours on all days of advance voting (from the tenth to the
fourth day before election day).

The following are needed for i-voting:
* acomputer connected to the Internet;
* an ID-card, mobile ID or digital identity document with valid certificates and PIN codes.

For i-voting, the voter application needs to be downloaded to the computer. The voter application
automatically checks the voter’s eligibility to vote and displays a correct list of candidates to the
voter. After a choice has been made, the voter application encrypts the voter’s vote. The voter
confirms the voting with their digital signature, and the voter application forwards the vote to the
vote collecting server. At the same time, the independent registration service provides every vote
with a time stamp which allows to verify later that all votes have indeed been forwarded to the
collector.
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The voter can check if their vote has been forwarded and received correctly with a separate smart

device application.
T. Martens, Estonia’s experience with e-voting

I-votes are encrypted, using a suitable and up-to-date crypto-algorithm. The precise specification
of the algorithm is determined by the State Electoral Office every time before elections. A vote is
encrypted with the help of two encryption keys. The voter application uses a public vote
encryption key. The vote-opening key is needed to open a vote; only members of the National
Electoral Committee have access to the key.

2. Changing of an i-vote

I-voting does not take place in a controlled environment like a polling place. In order to ensure
that the voter expresses their actual will, it is possible for them to change their vote cast
electronically.

During i-voting, a voter can always vote again and change their vote as many times as they wish.
Only the last i-vote cast is taken into account, and earlier votes are annulled.

A voter may also vote by ballot paper in a voting district during advance voting. A vote cast on a
ballot paper in a voting district is final (it is impossible to retrieve it from the ballot box), and
therefore in such a case all i-votes of the voter are annulled. Before election day, the voting district
committee receives a list of voters who have voted electronically, and compares it against the list
of voters of its district on paper. If there is a notation or signature in the list concerning voting by
a voter, the voting district committee submits a notice to the State Electoral Office to annul the i-
vote.

I-votes are annulled on Sunday immediately before the counting of votes cast electronically. A
voter cannot change their I-vote on the election day.

3. Counting of i-votes and verification of results

The State Electoral Office ascertains the results of i-voting in the evening of election day. The
procedure is public, and observers and members of the National Electoral Committee are
present.

In the counting of e-votes, the following acts are performed with the votes:

1. alli-votes that have to be annulled due to changing of i-votes are annulled;

2. the personal data (digital signatures) of voters are separated from electronic votes.
Anonymous votes are subject to counting. An i-vote contains only the election identificator,
and a candidate registration number;

3. i-votes are opened, using the vote-opening key. Access to the key is distributed between the
members of the National Electoral Committee;

4. votes are counted and the number of votes cast for candidates is ascertained;

5. the voting results are entered into the election information system.

The results of electronic voting are not published until the end of voting on election day (after 8
p-m. in Riigikogu election).

After the counting of i-votes (as a rule, on the following day), the integrity of i-votes is checked.
Put simply, it can be described as the second recounting of i-votes. In order for the counting of
votes to be publicly verifiable, electronic votes are mixed and rearranged. Mixing must be carried
out in such a way that the decryption of both the input and the output would give the same result.
In the course of data audit, the auditor also checks the integrity of the i-ballot box, and the
correctness of the annulment of repeated votes and of the anonymisation of votes. On the same
bases with the auditor, observers can also carry out similar checking procedures.
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T. Martens, Estonia’s experience with e-voting

4, Ensuring free elections and secrecy of voting in i-voting

Section 60 of the Constitution provides that elections are free, general, uniform and direct, and
that voting is secret. All manners of voting must be in compliance with these principles. In i-voting,
too, it must be ensured that voting takes place freely and that i-votes remain secret.

Voters are not always in the same situation when using different manners of voting, and therefore
the measures to ensure the secrecy of votes and free elections in i-voting are also different from
those used in ordinary voting. Differently from the voting in a voting district in the environment
controlled by the electoral committee, an i-voter votes independently, choosing the time and place
convenient to them. An e-voter votes by himself or herself. Voting by using another person’s ID
card or mobile ID, as well as transfer of the codes thereof to another person is not allowed. In
order to avoid the risks related to the security of the computer, a computer which belongs to the
voter or to a reliable person must be used in i-voting.

If a voter finds that they were influenced during the casting of i-vote, they do not trust the computer
they are using, or they could not vote in secrecy, it is always possible for them to change their
vote as many times as they wish during the advance voting period. The last vote cast is taken
into account. Therefore, if anyone wishes a voter to vote in a certain manner, it is not possible for
them to check it, because they cannot know the voter’s choice when casting the last i-vote.

Besides, it is possible for a voter to vote by paper ballot in a voting district during advance voting.
In such a case, their i-vote is annulled, and the vote cast on a ballot paper is taken into account.

Encryption ensures the secrecy of i-votes in the forwarding of votes. Also, the i-voting system
separates personal data from i-votes before the counting of votes, and the anonymised votes are
counted.

Ensuring the uniformity of elections, and equal treatment of voters in
I-voting

The principle of uniformity means that the vote of every voter must have the same weight in
elections. In electronic voting, a voter is in a different situation compared to voting in a voting
district, because it is possible for the voter to change their i-vote, but not the vote cast on a ballot
paper. Therefore the question may arise whether a voter who votes electronically has an
advantage over a voter who votes by ballot. The Supreme Court has also assessed that. In 2005,
the Supreme Court found that, in i-voting, despite the repeated voting, a voter has no possibility
to affect the election results to a greater degree than the voters who use other manners of voting®.
A vote cast by electronic means is counted as one vote, and in terms of election results, it does
not have more influence than a vote cast by a voter using another manner of voting. The Supreme
Court also found that the principle of equal treatment in the context of electing representative
bodies does not mean that absolutely equal possibilities for performing the voting act in equal
manner should be guaranteed to all persons with the right to vote.

1 Judgment No 3-4-1-13-05 of 1 September 2005 of the Constitutional Review Chamber of the Supreme
Court (in Estonian)



https://rikos.rik.ee/?asjaNr=3-4-1-13-05
https://rikos.rik.ee/?asjaNr=3-4-1-13-05
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Appendix |

Legal challenges related to use of
new technologies in elections

Reflections based on CoE work in e-voting

Online conference, Permanent Electoral Authority of Romania and
the Council of Europe Venice Commission, 21 July 2020

CONSEIL DE L'EUROPE
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New technologies in the electoral process

* The role of the Council of Europe

= CoE has a mission to safeguard and realize the ideals and principles which are

common heritage of its members, incl. principles for democratic elections

= New technologies, like all other technologies used in elections, should respect
the higher-level principles. The Council of Europe supervises the respect of fundamental principles

and issues guidance:
* 2002 Code of Good Practice on Electoral Matters
* 2007 Code of Good Practice on Referendums

* CM/Rec(2017)5 on standards for e-voting and Guidelines
(+ old Rec(2004)11 on on legal, operational and technical standards for e-voting and Guidelines on

transparency and certification)
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New technologies in the electoral process

International legal standards (1)

m|

Respect for principles and conditions that lend elections their democratic status

Focus on free elections: the principles of universal, equal, free, secret and direct suffrage and the conditions

for implementing these principles, such as procedural guarantees of impartiality, transparency and

observation

article 21 of the 1948 United Nations Universal Declaration of Human Rights (UDHR)

article 25 of the 1966 UN International Covenant on Civil and Political Rights (hereinafter — ICCPR)
article 3 of the additional (first) Protocol to ECHR (P1-3 ECHR)

Authoritative interpretations : ICCPR’s General Comment 25, the case law of ECtHR namely on P1-3...

political commitments: 1990 Copenhagen Document of the Conference for Security and Co-operation in
Europe (CSCE)

Charter of Fundamental Rights of the European Union ...
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New technologies in the electoral process

* International legal standards (2)

© Focus on digital technologies:

CoE Convention on Cybercrime of the Council of Europe (Budapest Convention)

CoE Modernised Convention for the protection of individuals with regard to automatic processing of

personal data (Convention 108+)
Regulation (EU) 2016/679, General Data Protection Regulation (GDPR).
2016 Directive on the security of network and information systems (NIS Directive)

EU Cybersecurity Act adopted in 2019 which introduces, for the first time, an EU-wide cybersecurity

certification framework for ICT products, services and processes...
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New technologies in the electoral process

" Consider the use of digital technologies from an

electoral cycle perspective

Legal C e .
Framewark = |evel of digitization of the different processes
© interactions between digitized and non-digitized
Election Result Electaral
Announcement Hﬂ““iﬂﬂ & pI‘DCESS es
Prepamtions
The ) ) ,
Electoral o transversal issues: data protection, cybersecurity,
o Cycle » cooperation with private sector
Voting Training &
COrperations Education

= duration of the process/cycle vs. lifespan of the digital

solution...
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Overview of new technologies

D

110100

D

" Digitization of documents and processes
o e-registering, e-identification of voters, e-voting, e-counting, statistics...
= How to regulate to ensure constitutional conformity? How to design them taking into
account legal principles and technology specific threats and opportunities?

®" Biometry

= Unique identification and prevention of multiple voting
= How unique and permanent are biom. Characteristics? How easy and fast to collect

and use? Is such capture accepted by voters? Is secure storage ensured?...

* Blockchain

o Decentralized, transparent and immutable series record of data

= Can mining power influence the process? How to ensure secrecy or confidentiality in a

transparent blockchain? What about usability, security....?
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Overview of new technologies

N\
N " Cloud computing

© On-demand availability of computer system resources, esp. data storage and

computing power, without direct active management by the user

o Questions around security, accountability, interoperability (possibility to retrieve

the data or transfer it to another cloud), the investigation of irregularities, etc.

@[}h = Artificial intelligence

.-7-' = systems that display intelligent behaviour by analysing their environment and

taking action — with some degree of autonomy — to achieve specific goals

o Issues related to data quality (availability and quality of training data),
explainability (or rather unexplainability of some Al vs. transparency of

democratic decision making); accountability, etc.
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Examples of digitised services or processes

BEFORE VOTING DAY

DURING VOTING DAY

AFTER VOTING DAY
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Finding or changing polling
station

Q@ Hungary

Application for postal voting
Q tatvio

Check and changes to the
electoral details
@ freland

Bo

'

Registration for voting
abroad

Q spain

Signature collection for new
parties wishing to stand for
elections

Q Denmark

Signature collection for
national or local referenda
Q France

E-poll books

Transmission of provisional
and/or final voting results from
manual counting at polling
stations to central entities

o Austria, Azerbaifan, Croatie, Cyprus,
Czwch Republic, Denmark, Estonia etc.

Electronic data exchange
amongst polling stations

Latvia

Applications identifying
arithmetical errors regarding
the data written down on the
paper-based election protocols

o Romania

Final scrutiny of results
Q spain

N8

5 ®

Electronic journal with all
important figures and events
9 Latvia

Software assisting with ballot
box recording and accounts

Q ireland, Scotland, Malta

Seat allocation software
Q the Netherlands, Norway, etc.

Statistical audit methods for
checking the plausibility of
results

° some cantons of Switzerland

Registration and publication
of data on voter turnout,
statistics and information

Q Creatia, Finland

CDL-EL(2020)005
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Findings and recommendations based on e-voting experiences

= Regulation comes first

= Start by articulating legal principles

= Translate legal principles into technology specific requirements

= Make sure the system respects the requirements under all circumstances
= Redesign electoral processes with technology/ies in mind?

= Data management

* Handling complexity and costs

= Public authorities’ oversight and private sector’s role




-23-

See also: A. Driza Maurer, Digital Technologtes (n
Elections. Questions, lessons learned, perspectives

Council of Europe website, June 2020

Thank you for your attention!

ardita.drizamaurer@uzh.ch

CDL-EL(2020)005
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Appendix Il

Internet Voting
in Estonia

Tarvi Martens
Head of i-voting 2003..2019
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Internet Voting?

e |In October 2005 Estonia had
first-ever
pan-national
Internet Voting
with binding results

e Ever since, i-voting has been used in eleven
elections in total
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The spread of internet voting
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Ingredients %

e Widely used elD
» Estonia: ID-card 2002, Mobile-ID 2007
o 2020: over 1 billion digital signatures given

e Electronic voters registry
e Political will

e E-voting system
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Voting in Estonia

LOCAL GOVERNMENT COUNCIL ELECTIONS 2017

h Fr MC Iy We Th f SU
os 10. 06.10. 07 10. 08 10.09.10. 10.10./11.10, 12.10. 13 10. 14 10.  15.10.2017
ADVANCE VOTING ELECTION DAY |
Advance voting Voting at | Voting at
in county towns voting districts voting districts
12a.m- 8 p.m. 12a.m- 8 p.m. No voting 9a.m.-8p.m,
Online voting Voting
at home
9am.-... e =6 p.m.
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User authentication:
|D-card or Mobile-ID

+ 4 4 4 4

_______

|ID-card (FIN 1,2)

Mobile-ID SIM card (PIN 1.2)

-
ID-card reader + Mobile phone (works on any handset)
PC with |ID-card reader + or PC/tablet & mobile phone
Internet +« Mobile network coverage

ID-card software + No special software
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Run the Application %

e Select your elD

Tl =N
v Valijarakendus — . e ]

You can vote by using your ID-card or Mobile-1D:

LMDEIIL—

iass
IE&:
| —
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In case of ID-card...

= Put your card into card reader o

Microsoft Srmart Card Provider
Palus siiestoge sutenseerionise FIN (PINL)

= PIN
!! s' e |

= |Insert PIN 1

f o.m
- MOBIIL-
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You are identified

Welcome

TERE TULEMAST!

#imi: PEETER HAALETAJA
lsibukead: 3T012021234

You are wHling in the 2071 parliamentary eleclions, This i the oficial
slections, whare the slectronic voles are egual 1o voles on paper. Following
ane the: chaolces for candidales in your residence elettoral district,
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Ballot completion

Choose a candidate

" algarakendus

M= Pahmad soovid

106 Veel legosia
107 Kalsukanu
108 Puslesid
109 Kombaini
110 Mukku
# Talve-asjad
[ Tehnika
F Muusikariistad
[}l Kasitod

[+ Elus asjad

Mida soovid jouludeks?

Kidpeawe socvlud valkikul

Teie valimisringkond:
Valimisringkond nr. 1

Minu valik on:

g

CDL-EL(2020)005
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Confirmation (ID-card)

Confirm your choice with PIN2

Miocosott Smart Cwod Srovader
Pann et sge Sgafnsed wrew M F

I P —

ettel el )
Hadle kinntarmi Please confirm your vote by entening your IC<card PIN2 code for a aigital signature

Kelle vali Whom do you choose for the parliament?

Kandi¢ Candidate nr. 821
HELM HELMI LOOPMANN
Eesti Pens Eesti Pensiondride Erakond

Haaletan
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Vote received

Your vote has been received

You can change vour vote while the electronic voting Is cpen
(24 Feb to 2 March) or by voting in paper on pre-voling days
at a polling station (28 Feb to 2 March). On election-day (6
March) you can't change your votel

If you have casted several electronic votes anly the last vote
will b taken into account. |f you have voled on paper at a
polling station your alectronic vote is withdrawn.

If you wish to verify whether vour vote arrived as casted,
please use yvour Android app and take a picture of the QR
code on the right.

Please close the application. For enhanced security please

remave the 10 card from the reader!
Valmis
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Vote verification %

e Users computer is the weakest link in a chain
» Viruses, trojans etc

« Voter Application could be manipulated or even
replaced

e How to make sure the vote arrived to the
server as intended?

» Use separate device to check
» Make sure user privacy remains intact
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Envelope scheme %

< oz
s o 1N
E',I. B H \E: l-voters
Digital siénatﬁrq ™.
i p—

l-votes . Results
F‘uEIin: key E'%

o

Private key
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Ensuring end-to-end %
security

1l f;__;'-

]

L]

LTI

|

Data-auditable i|

processes
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Ensuring free will %

e Repeated e-voting is allowed
» Voter can vote infitite times during one week
¢ Only last e-ballot is counted

e Manual over-voting is handled

¢ If vote is casted in paper during advance voting days,
i-vote(s) will be revoked

e The scheme provides all means to keep vote privacy
(if the voter wants it...)
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Transparency %

e All system components shall be transparent
for auditing purposes

e Source code available in GitHub
e Technical documentation is public
e [Training courses for observers

e All security-critical procedures are
audited/observed and available on YouTube
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Impact %

e People who I-vote once, likely to continue to
do so

e Internet voting does not benefit one party
over another

e Profile of |-voter does not differentiate from
average voter (any more, from 2009)

e \oters save time and money
e Inclusion of voters abroad (90% - i-votes)
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More information

www.valimised.ee

tarvi.martens@amail.com




